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Answers: 12.3.1.9 Lab - Configure Users and Groups in Windows

Introduction

In this lab, you will create users and groups and delete users using the Local Users and Groups Manager.
You will also assign group and user permission to the folders.

Recommended Equipment

e A computer with Windows installed

Part 1. Creating New Users

New users can be created individually or you can create a list of new users and groups with the Local Users
and Groups Manager.

Step 1: Access Local Users and Groups Manager.

In this step, log on the computer using an account with administrative privileges provided by the instructor. In
this lab, the initial user ITEUser is used and Studentxx and Staffxx accounts will be created in this lab.

a. Click Control Panel > Administrative Tools > Computer Management. Click Local Users and
Groups.

E‘é“ Computer Management EI@

File Action View Help
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A Computer Management (Local | pame Actions
Pl [["!; System Tools
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a4 23 Storage
= Disk Management
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b. Inthe Local Users and Groups Manager, select the Users folder. What are the names of the accounts
listed?
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4 U’& System Tools
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e.

Step 2: Create new users.

In this step, you will create a few more local users using the Local Users and Groups Manager.

Select the Groups folder. Name five groups from the list.

A Computer Management
File  Action

| X

View Help

= H

a U’& System Tools
> @ Task Scheduler
> g Event Viewer
» gi| Shared Folders

| Users
| Groups
> @1] Performance
=4 Device Manager
4 %5 Storage
= Disk Management
:_—:(_-, Services and Applications

a4 ¥ Local Users and Groups

A4 Computer Management (Local | pame

P administrators

& Backup Operators

& Cryptographic Operat...
¥ Distributed COM Users
i Event Log Readers

P Guests
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& Performance Log Users

P power Users

& Remote Desktop Users
& Replicator

B Users

# Network Configuratio...

i Performance Monitor ...

Description

Administrators have complete an..

Backup Operators can override se...

Members are authorized to perfor...
Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m...
Built-in group used by Internet Inf...
Members in this group can haves...
Members of this group may sche..,

Members of this group can acces..,

Power Users are included for back...
Members in this group are grante...
Supports file replication in a dom...

Users are prevented from making ...

Groups

More Actions

Click the Users folder. Right-click your account and select Properties. Click the Member Of tab. Which
group does your account belong to?

ITEUser Properties

Member Of | Prefile

Member of:

& Administrators

Changes to a user's group membership
are not effective until the next time the
user logs on.

[ OK ] [ Cancel Apply Help

Click OK to close the Properties window.
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a.

b.

In the Local Users and Groups window with the Users folder selected, click More Actions under Users

and select New User in the right column.

» | Shared Felders
a4 & Local Users and Grou
| Users
| Groups 57
4 m L

A Computer Management EI@
File Action View Help
e A0 i HENERN | ]
é‘ (;omputer Management (Lc = || Name Full Name Description Actions
- U’é Syst:mJ;::Sd | f;Administrator Built-in account for administering... || Users -
> @ ask acheduler 5 #, Guest Built-in account for guest access t.., More Actions »
> E Event Viewer s
S ITEUser

Creates a new Local User account.

Mew User...
View 2

Refresh
Export List...

Help

In the New User window, enter Student01 as a new user name and cisco12345 as the password. If
desired, provide a full name and description for the user. Click Create.

New User

User name:
Full name:

Description:

Password:

Confirm password:

(B ==

LUser must change password at next logon

User cannot change password

Fassword never expires
] Accourt is disabled

[ create ||

Close

What is Student01 required to do when logging in the first time?
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c. Create users Student02, Staff01, and Staff02 or a list of user names provided by the instructor. Use
cisco012345 as the password for these users. Unselect User must change password at next logon for
each user. Click Close when finished creating all the users.

g; Computer Management EI@

Eile Action View Help

&= B = HE

-'_5.‘ Computer Management (Lc » || pame Full Mame Description Actions
il
4 [fi System Tools #, Administrator Built-in account for administering... || Users -
, @ Task Scheduler El|| # i
] ¥y Guest Built-in account for guest access t... More Actions
. [2] Event Viewer & TEU
L ser
+ @a| Shared Folders i-s ffo1 Staffol
a M Local Users and Grou > Sta ta
== U A 5taf2 Staff2
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4 Groups - || Bstudent01 Student01
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d. Double-click Student0l. Unselect the User must change password at next logon.
What group does User01 belong to?

e. Click OK.

f. Click the Groups folder. Double-click the Users group.

From the description, can the members of the Users group make system wide changes? What can the
Users group do on the computer?

Who are the group members?

g. Click OK to continue.

Step 3: Verify user and group permissions.

The permission for the Users group allows the members to run most applications on the local computer. The
group member inherited the permission when they joined the group during the creation of the account. These
members cannot make any system wide changes. In this step, you will try to create another new user as a
member of the Users group and use Internet Explorer to navigate to www.cisco.com.

a. Log off the computer.

b. Log on as any member of the Users group.
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C.

Navigate to the Local Users and Groups Manager. Click Users.

A Computer Management EI@
File Action View Help
2 X A4l 5 WERERN 7 1 )
k-3 gﬂmP“te’ Management (Le » || Name Full Name Description Actions
4 [ System Tools #, Administrator Built-in account for administering... Users -
' @ Task Scheduler = #Guest Built-in account for guest access t... More Act
» @] Event Viewer i‘lTEUser ore Actions
az| Shared Folders .
A Staffol Staff0l
4 % Local Users and Grou
T A staffo2 Staff2
| Users
7 Groups - || & Student0l Student01
4 T » A Student02 Student02

Create a new user account using the name Test and password cisc012345. Were you successful in
creating the new account? Explain.

Navigate to www.cisco.com using Internet Explorer. Were you able to navigate to www.cisco.com?

Explain.

Part 2: Creating New Groups

In this part, you will create new groups named ITEStudent and ITEStaff and add members to the group. You
will also create folders and assign

Step 1: Create new groups.

a.

Log off the computer. Log on to the computer using an account with administrative privileges. In this
example, the account ITEUser has administrative privileges.

Navigate to the Local Users and Groups Manager.

Right-click the Groups folder and select New Group.

A Computer Management EI@
File Action View Help
L 0] e NS 7] o)
X Fomputer Management (Local| Name Description “ || Actions
4 [ft System Taols & Administrators Administrators have complete an... Groups -
3 @ Task Scheduler A
i @ Event Viewer = Backup Operators Backup Operators can override se... More Actions »
Shared Fold # Cryptographic Operat... Members are authorized to perfor...
3 ared Folders
= P Distributed COM Users  Members are allowed to launch, a...
4 ¥ Local Users and Groups X
- Users P Event Log Readers Members of this group can read e... =
= T P Guests Guests have the same access as m..
& P_erfol New Group... 5 Built-in greup used by Internet Inf...
1._5__] Devic ) k Configuratic.. Members in this group can haves..
4 [23 Storage View ance Log Users  Members of this group may sche...
=9 Disk N Refresh ance Monitor .. Members of this group can acces..,
_5 Services 2 Export List... sers Power Use.rs ar.e included for back...
< — Desktop Users  Members in this group are grante... il
Help L__ oo e ooviosaioo i o oo
Creates a new \n(u.-,—,..,.-—/
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d. Enter ITEStaff as the group name. Click Add to add users to this group.

Mew Group

Group nams: ITEStaft
Description:

Members:

[ =5

Help

e. Inthe Select Users window, enter Staff01 under the heading Enter the object names to select. Click
Check Names to verify the object was entered correctly. Click OK to add Staff01 to the group ITEStaff.
Repeat this procedure to add Staff02 to the group ITEStaff.

Select Users

Select this object type:

Users or Built4n securty principals

From this location:
ITEUSER-PC

Enter the object names to select (eamples):

L7 |l

DObject Types...
Locations...

ITEUSER-PCStaffl1

Advanced. ..

Check Names

0K || Cancel

f. Click Create to complete the group creation process.

g. Repeat the same procedure to add users Student01 and Student02 to the group ITEStudent. Click
Create. Click Close when finished with new group creation.

h. Click Users and double-click each of the four users and verify they are members of the correct groups by

clicking the Member Of tab. Click Cancel to close each user after verification.

Step 2: Assign group permissions to folders.

a. Create folders named Staff and Students in the C:\ drive.
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Lab — Configure Users and Groups in Windows

b. Select and then right-click the Students folder and select Properties.

= e =)
S
@Uﬂ& » Computer » Local Disk (C:) » - | &,| | Search Local Disk (C:) yel |
Organize » = Open Include in library » Share with = Mew folder g= - E;l @
S Favorites MName Date modified Type Size
M Desktop . Perflogs 7/13/2008 8:20 PM File folder
4 Downloads . Program Files 10/14/2015 2:05 PM  File folder
=l Recent Places . Program Files (x86) 7/13/2009 9:57 PM File folder
J Staff 10/15/2015 3:59 PM  File folder
4 Libraries . Students 53:59 PM  File folder
= .. | Open -
@ Documents . Users . 52:49PM  File folder
o Music | Windows DS 51:56 PM  File folder
[E5] Pictures Share with 4
E Videos Restore previous versions
Include in library 4
8 Computer
r
&, Local Disk (C) e
8% CD Drive (D:) Virtual Cut
Copy
Gh Metwork
Create shortcut
Delete
l Students Date modified: 10/15/2 s
File folder Properties

c. Select the Security tab. Click Edit to change the permission for this folder.

| . Student Properties @

General ISharing Securty |F‘re\r1'o|_|s Versions Customizel

Object name:  C:\Student

Group or user names:

B2 5YSTEM
.Rﬁdministmtors (ITEUSER-PC Administrators)
Q{_ Users (I TEUSER-PCUsers)

To change pemissions, click Edit. @ Edit

Pemissions for Authenticated
Users Allow Demy

»

Full control

Modify

Read & execute
List folder contents
Read

Write 57

For special pemissions or advanced settings,
click Advanced. =

Leam about access control and permmissions

m

[ ok ][ Cancel || eph
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d. Click Add to add group permission to this folder.

[

. Permissions for Student @

Security

Chbject name:  C:\Studert

Group or user names:

52 Authenticated Users

52, SYSTEM

Q?_,Adminishators (ITEUSER-PC \Administratars)
‘-"3_, Users (I TEUSER-PC Users)

[ Add.. |[ Remove ]

Pemissions for Authenticated
Users Allow Deny
Full control |
Modify
Read & execute
List folder contents
Read

m

oooog

Leam about access control and pemissions

’ OK H Cancel l Apply

e. Inthe Select Users or Groups window, enter ITEStaff under the heading Enter the object names to
select. Click Check Names for verification. Click OK to continue.

Select Users or Groups @

Select this object type:

lUsers, Groups, or Buitt-in securty principals

From this location:

Enter the object names to select (examples):

ITEUSER-PCMTEStaff Check Names

k) (G )
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f.

With the group ITEStaff highlighted, what can the members do in this folder?

. Permissions for Students

Security

(]

Chject name:  C:\Students

Group or user names:

82, Authenticated Users

Q?J SYSTEM

‘.??J Administratars {ITELUJSER-PC\Administratars)
QT‘._ ITEStaff (ITEUSER-PCATEStf)

Q?J Users (I TEUSER-PCUsers)

[ Add. |[ Remove ]

Pemissions for TEStaff

y
=

Full control

Modify

Read & execute
List folder contents
Read

=
EEEOO)|g

»

m

oooog

Leam about access control and pemissions

[ ok |[ cCancal ||

Apply

]

Which additional checkbox would you select?

. Permissions for Student

Security

Object name:  C:\Student

Group or user names:

82 Autherticated Users

‘.??J SYSTEM

‘-??‘ Administratars (ITEUJSER-PC \Administratars)
Q?J ITEStaff (ITEUSER-PCATEStH)

QT_. ITEStudent (ITEUSER-PCATEStudent)

Q?J Users (I TEUSER-PCUsers)

[ Add... ][ Bemove ]

Pemissions for ITEStudent

Full control

Modify

Fead & exscute
List folder contents
Fead

»

m

oOoOoEO

Leam about access control and permmissions

OK || Cancel ||

Apply

)
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Lab — Configure Users and Groups in Windows

Click OK to continue. Click OK to close the Properties window.
Select the Staff folder. Right-click the folder and select Properties.
i. Click the Security tab to add group permission as follows:
o Allow the group ITEStaff Full control.
o Deny Full control for the group ITEStudent
j.  Click OK.
k. Click Yes when prompted to deny permission to a group.

I.  Click OK to close the Properties window.

Part 3: Modifying User and Group Permissions

In this part, you will verify the results of the group permission on the folders Staff and Student. You will also
modify user and group permissions.

Step 1: Verify and modify folder permissions.

a. Log off the computer. Log on the computer as StudentO1.

b. Navigate to the folder C:\Students. Create a folder named Student01 and create a text document in the
folder. Were you successful? Explain.

c. Navigate to the folder C:\Staff. Create a folder named StudentO1 and place a text file in the folder. Were
you successful? Explain.

d. Now log off the computer and log on as Student02.

e. Navigate to C:\. Can you place a text file in the Staff folder? Can you modify the text file in folder
Student01? Explain.

f. Create a new folder named Student02 in the folder C:\Students and create a text document in the folder.

g. To prevent the user Student01 and other ITEStudent group members from modifying this folder and its
content, right-click the folder Student02 and select Properties.

h. In the Security tab, click Edit.
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i. Add the user Student02 with Full control permission to this folder. Select Full Control under the Allow
column.

. Permissions for Student02 @

Security

Chject name:  C:\Student™Student02

QI'OIJD or user names:
82, 5YSTEM ~
‘3{_ ITEStaff (ITEUSER-PC\TEStaf) —
'3-?; ITEStudent (ITEUSER-PCATEStudent) |
.‘R_Administmtors (ITEUSER-PC  Administrators)

m

a., Student02 (ITEUSER-PC\Student 02) o
4 | 1l | 3
[ Add... ] [ Bemove ]
Pemissions for Student (2 Allow Deny
Full cortrol B |
Modify [
Read & execute [l 3
List folder contents B
Read [l i
Leam about access control and pemissions
o (e ] o ]

j- Select the group ITEStudent. Select the Modify checkbox under the Deny column to prevent other
ITEStudent group members from modifying this folder and its content. Click OK. Click Yes in the
Windows Security window when prompted. Click OK to close the Properties window.

[

. Permissions for Student02 @

Security

Object name:  C:\Student\Student02

Group or user names:

82 SYSTEM -
82 I TEStaff (ITEUSER-PC\TEStf) =
b TEStudert (TEUSER-PC\TEStdent) i
.Q?Jﬁdminishators {ITEUSER-PC"Administrators) | &
. Student02 (ITEUSER-PC\Studert02) -
4| [T |k

[ Add... ][ Bemove ]

Pemissions for ITEStudent Allow Demy
Full control L/
Modify |
Read & execute 3
List folder contents B
Read i
Leam about access control and permmissions
Lok J[ Concd |[ sooby |

k. Log off the computer and log on as StudentO1.
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[.  Navigate to the folder C:\Students. Are you able to access the content in the Student01 and Student02

folders? Explain.

m. Log off the computer and log on as StaffO1.

n. Navigate to the folder C:\. Were you able to access the content in the folders Staff, Student\Student01

and Student\Student02? Explain.

Step 2: Disable a user account.

At this time, the user account Staff02 is not used. In this step, you will disable this account.
a. Log off the computer and log on as ITEUser or an account with administrative privileges.
b. Navigate to the Local Users and Groups Manager.

c. Select the Users folder. Double-click Staff02.

d. Check Account is disabled.

Staffl2 Properties @
General | Member Of I Profile
L Staff02
U o
Full name: Staff0z
Description:

User must change password at next logon
User cannot change password

Password never expires

oK || Cancel || apply |[ Hebp

e. Click OK to continue.

f. Log off the computer. Can you log on as Staff02? Explain.

Step 3: Clean up.

In this step, you will delete the users, groups, files, and folders created in this lab.
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o

Log on using an account with administrative privileges.

=3

Navigate to C:\ and delete the folders Staff and Student.
Navigate to the Local Users and Groups Manager.
d. Select Users.

e. Right-click Staff01 and select Delete. Click Yes to confirm the user deletion. Repeat this for Staff02,
Student01, and Student02.

A Computer Management EI@

File Action View Help
e 2B XE=HE

kS l;omputer Management (Local| Name Full Name Description Actions
a [f} System Tools

Task Schedul #,| Administrator Built-in account for administering... Users -
: %) E\af:nt\;\:dv:r & #,/ Guest Built-in account for guest access t... More Actions
A TEUser
» g2l Shared Folders 1 : - Shaff0l -
a & Local Users and Groups ||
#4 staffy SRR More Actions »

7| Users
~| Groups
> -\?311- Performance
=y Device Manager
a4 23 Storage Rename
= Disk Management
> T Services and Applications

&istude
Aistude

All Tasks >

Delete

Properties

4 1 3 Help

Deletes the current selection.

f. Select Groups.

g. Right-click ITEStaff and select Delete. Click Yes to confirm the group deletion. Repeat this for
ITEStudent.

Reflection

1. How would you give administrative privileges on the local computer to all the members of ITEStaff?

2. How would you deny access to a file for everyone, except the owner?
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